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Abstract 

 

Noise-like images are cypher images that are produced using encryption algorithms, which 

display a clear indication of encrypted data being present. The noise-like picture lures an 

opponent to carry out attacks. This paper provides an approach to generating a visually 

meaningful multiple-image encryption scheme. In the insignificant real data of a host image, 

multiple cypher image data is embedded. The high-quality output of the proposed approach is 

expressed by simulation results and security assessments. The proposed framework has a 

greater ability to embed more images with less distortion to the visual perspective of the host 

image in comparison with Bao and Zhou and Kanso and Ghebleh visually significant image 

encryption schemes. 
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I. INTRODUCTION 

 

The advent of technology has provided internet users the opportunity to exchange multimedia 

information (e.g. text, audio, picture, video) with just a fingertip. Any of the information is 

private and needs protection against unauthorized access. By converting the plain data to 

some unintelligible format, encryption will provide protection to a data process [1]. Another 

technique is steganography, where information is hidden in host data without giving an 

eavesdropper any space to detect it. Authors have developed various algorithms to provide 

the confidential image with protection for storage and transmission through encryption 

process. One of the strategies commonly studied and implemented by different authors to 

perform image encryption is the chaotic method [2]. 
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Figure 1: Illustrates the real and encrypted images [3] 

 
Figure 2: Illustrates the flow diagram of the presented algorithm for safe 

communication 
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The correlation coefficient is another essential constraint to ensure that how much efficient is 

the encryption algorithm [4]. 

 
       

Where  and can be evaluated by using the following equations[5]. 

 

 
 

II. LITERATURE REVIEW 

Elhoseny et al. proposed a symmetric image encryption scheme based on 3D chaotic cat 

maps. Due to some inherent characteristics of images, such as bulk data capacity and high 

redundancy, which are usually hard to manage by conventional methods, image encryption 

varies from that of texts. Thanks to the extremely desirable properties of mixing and 

sensitivity to initial conditions and parameters of chaotic maps, Chaos-based encryption has 

suggested a new and efficient way to deal with the intractable problem of simple and highly 

protected image encryption. In this paper, for designing a real-time protected symmetric 

encryption scheme, the two-dimensional chaotic cat map is generalized to 3D [6]. 

 

III. DISCUSSION AND CONCLUSION  

This paper presents an approach to the generation of a visually meaningful multi-image 

encryption scheme. Multiple cypher image data is encoded in a scrambled host image's 

meaningless real data, which is later unscrambled, creating a multiple encrypted image that is 

visually meaningful. Comparison with current visually meaningful encryption schemes 

indicates that with almost no degradation of the host image, the proposed scheme has a better 
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capacity to insert more data. For Bao and Zhou, and Kanso and Ghebleh, the PSNR and 

SSIM values of the embedded host image (real data) are (27.1831, 0.9790) and (34.1624, 

0.9949), respectively, while the proposed PSNR and SSIM method values are (86.6209, 

0.9999). Against various classical attacks and other attacks such as salt and pepper noise 

attack and occlusion attack, the proposed scheme is robust. The proposed scheme can be used 

without enticing the attacker to transmit several cypher images using a host image, which is 

usually the case in a noise-like image. In the future, before performing encryption operations, 

the number of cypher images embedded in the host image can be increased using a 

compression technique on the plain images. 
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