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Abstract

Owing to their complex dynamic actions, such as bifurcation and instability, dysfunctional
economic systems have gained a lot of coverage in literature. A few academic studies have
been performed recently on the use of these systems in cryptographic algorithms. A new
image encryption algorithm based on a chaotic economic map is proposed in this paper. An
implementation of the suggested algorithm is carried out on a simple image based on a
chaotic map. The results obtained show that with the same security keys, the proposed
algorithm can successfully encrypt and decrypt the photos. The security analysis is
encouraging and shows that the encrypted images have good entropy of information and very
low coefficients of correlation and random-like behaviour of the distribution of the grey
values of the encrypted picture
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I. INTRODUCTION

One of the problems of the contemporary world is the protection of digital information in
wireless and wired communication media, such as Wi-Fi and Ethernet. Today, as opposed to
previous decades, progress in science and technology makes our lives simpler, and history
shows that this phase of giving comfort and ease pervades all facets of human lives [1]. One
of the grounding breaking discoveries by Claude Shannon in 1948 is the concept of
converting any analogue information such as text, image, audio and video into digital bit
streams. Shannon put forward the notion that it could be transmitted without error once
information becomes digital. Digital storage devices such as hard drives, CDs and USBs
contributed directly to this groundbreaking idea. Data privacy and copyright protection have
become important concerns in the digital world [2], [3].
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Figure 1: lllustrates the real and encrypted images.
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Figure 2: Illustrates the flow diagram of the presented algorithm for safe
communication
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The correlation coefficient is another essential constraint to ensure that how much efficient is
the encryption algorithm [4].
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Where C(x, ¥), D{x) and D (¥) can be evaluated by using the following equations [5].
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Il. LITERATURE REVIEW
An analysis was carried out on the algorithm of digital image encryption based on chaos and
enhanced by Zhang et al. Encryption technology has been developed rapidly in recent years
and several methods of image encryption have been put forward. A modern encryption
method for images is the chaos-based image encryption technique. It uses random sequence
chaos to encrypt images, which is an effective way to deal with the intractable issue of easy
and highly secure image encryption. However, there are some deficiencies in the Chaos-
based image encryption technique, such as the limited accuracy issue. This paper studies
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chaotic encryption, DES encryption, and a mixture of image encryption algorithms and
simulates these algorithms to define the holes by analyzing the algorithm.

I11.DISCUSSION AND CONCLUSION

We have introduced a new encryption and decryption algorithm for images in this paper,
based on a chaotic economic map. This work is the first attempt, to the best of our knowledge,
to apply a chaotic economic map to the construction of chaotic cryptography. All the
simulation and experimental results have shown that the image encryption and decryption
algorithm proposed has (1) very wide key space 1084, (2) high sensitivity to all hidden keys,
(3) knowledge entropy close to the ideal value 8, and (4) low coefficients of correlation close
to the ideal value 0.0. These findings therefore contribute to the efficiency and robustness of
the image algorithm proposed. Furthermore, the findings lead us to conclude that other well-
known chaotic economic systems such as duopoly and tripoly economic systems are being
implemented
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