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Abstract 

 

Health staff are responsible for keeping patient records. Medical workers are not required to 

reveal any kind of patient-related medical information. This also refers to the medical 

knowledge that medical staff have discovered in connection with the patient's care. The 

problem of protecting confidentiality is becoming complicated with the advent of technology 

and its penetration into the medical sector in the form of telemedicine and e-health. 

Confidentiality needs to be shielded from medical image storage or image transfer from a 

medical database center to another center. Nowadays, in the corner of the medical photo, 

patient information is printed. This can be accessed by someone or even the data can be 

accessed and stored by the computer. Patient information can be intercepted by a third party 

during an electronic transfer. This could result in a major lawsuit. Apart from these security 

concerns, the picture should be used for situations such as medical testing, but patient 

information should be hidden. The patient's records should also be readily available to the 

medical staff for diagnostic purposes. 
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I. INTRODUCTION 

 

Secure and fast diagnosis is important in the medical field for saving the lives of people. 

Diagnosis involves generation of medical images. Medical images get generated using many 

ways like magnetic resonance imaging (MRI), radiography, ultrasound, nuclear medicine, 

tactile imaging, thermography, photo acoustic imaging and electroencephalography (EEG). 

Images are also generated during medical tests like electro cardio graph (ECG) and Magneto 
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Encephalography (MEG). As the size of these images is large, it requires a huge space for 

storage and good bandwidth for transmission in the original status [1]. 

 

Figure 1: Illustrates the Original Image and Encrypted Image [2] 

II. MEDICAL IMAGE ENCRYPTION 

 
Figure 2: Illustrates the flow of the work 
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The correlation coefficient is another essential constraint to ensure that how much efficient is 

the encryption algorithm [3].  

 
       

Where  and can be evaluated by using the following equations [4]. 

 

 

 
III. LITERATURE REVIEW 

A thesis on the robust encryption of quantum medical images was carried out by Abd et al. 

Medical media protection is essential for patient safety and confidentiality. A structure for 

chaos-based quantum encryption of healthcare images is proposed in this paper. Healthcare 

workers in one place submit cypher images to the cloud in the system. The photos are 

received from the cloud by the healthcare workers in another area. The healthcare workers 

will assist users in a safe manner by decrypting the content of the images. A new approach to 

the effective quantum image encryption of healthcare media is also suggested in this paper. 

The suggested algorithm uses grey code and a map that is chaotic. The quantum picture is 

scrambled with a grey quantum code [5]. 

 

IV. DISCUSSION AND CONCLUSION  

In telemedicine and tele-diagnosis, patient knowledge plays a very vital role. Medical image 

content authentication is important as images are more and more distributed. It can be found 

in literature that there are many methods for medical image protection. The methods include 

compression, watermarking and modern secured transmission algorithms. The suggested 

method transforms a pixel of the image into binary bits. To obtain random numbers, the 
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subsequent Arnold map is used. Picture scrambling was done on the pixels' binary bits. 

Finally, a diffusion technique for the safe transfer of medical images was performed. 
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