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Abstract 

 

Centered on a modified tent map, we propose a new image encryption algorithm with a 

variable length running key. This modified tent map will produce a uniform pseudo-random 

number sequence for distribution. In the proposed image encryption, we use the variable 

length running key strategy that extends key value space, the one-time running key strategy 

that is immune to known/chosen plaintext attack, the cypher disruption strategy that 

minimizes the dynamic degradation of digital chaos. Simulations have been carried out and 

the findings show our system's good survival potential. In every area of human life and 

development, the advancement of digital and multimedia techniques makes imaging devices 

deeply involved. In the field of life, to catch beautiful moments, people use handheld 

terminals such as mobile phones, personal digital assistants (PDAs), and other portable 

devices. People use ultrasonic, computed tomography (CT), magnetic resonance imaging, 

and positron emission tomography imaging in the field of medical imaging to verify the 

health of people. 
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I. INTRODUCTION 

 

People use an infrared imager to catch the night scene in the security area. In the aviation 

sector, in meteorological disaster detection, people make use of satellite remote sensing 

technology and so on [1]. The broad use of these imaging devices results in a vast number of 

photographs appearing thus facilitating the lives of people. Some related to personal privacy, 

some involving business secrets, some involving national security, are among these photos. 

Generally, these images are stored on a computer or in a cloud [2]. Therefore, current systems 

naturally strive to deter opponents from theft of image data. However, experience shows that 
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the intruder is still able to find ways to break in and steal data. Therefore, how data-centered 

approaches secure those data is a major challenge facing the industry and the scientific 

community [3]. 

   
Figure 1: Illustrates the Real Images and Encrypted Image 

II. IMAGE ENCRYPTION BY USING VARIABLE LENGTH KEY 

 
Figure 2: Illustrates the block diagram [4] 
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Figure 3: Illustrates the Framework of the core encryption algorithm [5] 

 

 

 

 

 

 

 

 
The correlation coefficient is another essential constraint to ensure that how much efficient is 

the encryption algorithm [6].  

 
       

Where  and can be evaluated by using the following equations [7]. 
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III. LITERATURE REVIEW 

A symmetric image encryption scheme based on 3D chaotic cat maps was suggested by Liu 

et al. Image encryption differs from that of texts because of certain inherent characteristics of 

images, such as bulk storage capability and high redundancy, which are typically difficult to 

handle by traditional methods. Chaos-based encryption has proposed a modern and effective 

way to deal with the intractable issue of easy and highly secure image encryption, thanks to 

the extremely desirable properties of mixing and sensitivity to initial conditions and 

parameters of chaotic maps. In this paper, the two-dimensional chaotic cat map is generalized 

to 3D for designing a real-time secure symmetric encryption scheme [8]. 

 

IV. DISCUSSION AND CONCLUSION  

The security benefits are a driving factor in the process of developing the image encryption 

algorithm, often with pace as a secondary consideration. We propose an image encryption 

scheme with a variable length running key that uses a modified tent map, based on this 

concept. The uniform distribution chaotic sequence has improved the security of the 

cryptosystem due to the given new function in the modified tent map dynamic. Of course, if 

PDF is known, the modified tent map can also be replaced by some other chaotic map. A 

chaos-based picture cryptosystem is key to the encryption policy. The degradation of digital 

chaos is effectively minimized by the disturbing chaotic sequence of cypher text. The key 

space is expanded by a variable length running key. A one-time key is immune to a 

known/selected plaintext attack. 
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