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Abstract

A new image encryption scheme using a 144-bit secret key is introduced in this paper. The image
is divided into blocks and subsequently into colour components in the scheme replacement process.
By conducting bitwise operations, each colour component is changed based on the secret key as
well as a few most essential bits of its previous and next colour component. Three rounds are taken
to complete the process of substitution. A feedback mechanism is also implemented to make the
cypher more stable by changing the secret key used after each block is encrypted. In addition, the
resulting image is partitioned into several dynamic sub-images based on the key. Each sub-image
uses a created magic square matrix to move through the scrambling process where sub-image
pixels are reshuffled within themselves. For the scrambling process, five rounds are taken. The
proposed system is straightforward, quick and sensitive to the secret key. Popular attacks such as
linear and differential cryptanalysis are infeasible due to the high order of substitution and
permutation. The experimental results indicate that the encryption approach proposed is effective
and has strong security characteristics.
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I.  INTRODUCTION

A massive amount of digital data is being shared over unsecured platforms with the exponential
growth of computer networks and developments in information technology. A large part of the
information exchanged, whether confidential or private, requires security mechanisms to provide
the protection needed [1]. During the storage and transmission of digital data, protection has
therefore become a significant concern [2].

1147



et WA Wend by

Journal of The Gujarat Research Society ISSN: 0374-8588
Volume 21 Issue 9, September 2019

o
G_ujnrnl Research Society

Fig. 1: lllustrates the Real Images and Encrypted Images
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Fig. 2: lllustrates the encryption scheme procedure

To evaluate the similarity between adjacent pixels before and after the encryption, we select the
vertical and horizontal directions of the plain image and its ciphered image and randomly choose
3000 pairs of adjacent pixels in the opposite angle direction. It adopts the resulting formulas [3].
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Another critical constraint is the correlation coefficient to ensure that the encryption algorithm is
very accurate. The expression is given below [4].
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Where C(x,y), D(x) and D(y) may be evaluated by utilizing the following equations [5].
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Il. LITERATURE REVIEW

A survey was carried out by Li et al. on different encryption methods. This paper focuses mainly
on the various forms of current encryption techniques and frames all the techniques together as a
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literature review. The aim is a thorough experimental analysis of the implementation of different
encryption techniques that are usable. It also focuses on techniques for image encryption,
information encryption techniques, double encryption, and encryption techniques based on Chaos.
This research covers the performance standards used in encryption processes and explores their
safety issues [6].

1. DISCUSSION AND CONCLUSION

This paper introduces a new encryption algorithm based on a hyper-chaotic fractional-order
method that can effectively improve the security of the cryptosystem. In detail, the scheme is
defined. Security tests are performed to check the security of the proposed encryption scheme,
including correlation analysis, histogram analysis, and key sensitivity analysis. The experimental
results indicate that there is high security in the encryption algorithm. Chaos results from nonlinear
deterministic schemes. Chaotic systems have many intrinsic attributes, such as extreme
vulnerability to original conditions, broadband power range, and random-like behaviors, as is well
known. Chaos has been applied to a number of disciplines due to the aforementioned features, and
the most promising use of chaos is in safe communication. A variety of researchers have suggested
several methods of image encryption based on chaotic structures in recent years.
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