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Abstract

Straightforward encryption is an efficient way to keep transmitted messages secret. Taking
efficiency into account, partial encryption for pictures, audio and video has recently been
generally accepted. However, in cases where a large number of images are purposely transmitted
to the same destination, a new and efficient method is required. Chang, Hwang and Chen proposed
an encryption algorithm for images based on vector quantization, in which the encryption of a
common codebook is suggested to be the better option of their two proposed schemes, since several
images can be transmitted with only one corresponding codebook encrypted. However, in the
present paper, if the popular codebook is used to encrypt a large number of images, the weakness
of the CHC image cryptosystem is established according to the selected-plain image assault. And
holding the index sets in a simple form is shown not to be a good idea, based on the cypher image-
only attack. A way of protecting the transmitted images is also recommended.

Keywords: Cryptosystem, Digital Images, Encryption, Medical Images, Data protection,
Quantization.

I.  INTRODUCTION

Digital images can be shared more effectively and rapidly due to substantial improvements in
networking. In certain applications, such as military photographs, medical images and commercial
imaging goods, and other sensitive details that cannot be revealed, the transmission of classified
images through an open computer network environment is often used. The topic of digital image
protection has therefore become increasingly relevant [1].
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Fig. 1: lllustrates the procedures of encoding index set in CHC picture cryptosystem [2]

For image encryption, there are certain important properties that can be highlighted as critical,
particularly overhead bandwidth and computational costs. Photos are typically transmitted in the
form of compression nowadays. Therefore, by combining encryption with compression while
keeping image communication secret, it is a good strategy to reduce bandwidth and compute load

[4].
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Fig. 2: lllustrates the procedures of decoding index set in CHC picture cryptosystem [3]
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Another critical constraint is the correlation coefficient to ensure that the encryption algorithm is
very accurate. The expression is given below [5].
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Where C(x,y),D(x) and D(y) may be evaluated by utilizing the following equations [6]
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Il. LITERATURE REVIEW

A survey was carried out by Justin et al. on different encryption techniques. This paper focuses
specifically on the various forms of current encryption techniques, and frames all the techniques
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together as a literature survey. Aim for a thorough experimental analysis of implementations of
different encryption techniques available. It also focuses on techniques for image encryption,
information encryption techniques, double encryption, and encryption techniques based on Chaos.
This research relates to the performance parameters used in encryption processes and their security
problems are examined [7].

I11.  DISCUSSION AND CONCLUSION

In the present paper, the cases of the chosen plain image attack and the cipher image attack are
discussed to show why it is not good to protect a large number of secret images by encrypting a
common codebook and to leave an index set in a clear form, respectively. The ideal would be to
encrypt both the codebook and the index set with distinct keys or to change the codebook every
certain number of images. In particular, for VQ-based schemes, to encrypt the index set is the
minimum requirement for security. In summary, it is not recommended to leave the index set in a
simple form, taking into account the capability of HVS and the essence of the VQ technique.
Instead, in the VQ-based image encryption methods, scrambling the index collection makes it
difficult to figure out the relationship between different image blocks.
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